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Information Risk Assessment: Supplement to DPIA
Prior to completing this template, it is essential to read the accompanying DPIA guidance [INSERT LINK]. This information risk assessment is designed as a supplementary requirement – not a replacement - for a DPIA as directed by asset owners and/or the Data Protection Officer. It can also be used as part of a formal internal or external information systems security accreditation process.

Label OFFICIAL – SENSITIVE if appropriate at header of document and handle accordingly.

	Your name
	

	Your job role
	

	Your relationship to the project/service
	

	Any relevant information security assurance certification/qualifications
	

	Your email and phone
	

	Date completed
	



Accreditation Status
	DPIA: reference, date completed, status
*Append a copy of it 
	

	Organisational accreditation required?
	

	SODA (Suffolk Office of Data & Analytics) Accreditation?
	

	External accreditation required (i.e. HMG, NHS, PSN, PCI etc.)?
	



PART A:  Description of project/service/information system/asset to be assessed

1. Scope

	a) Does the appended DPIA cover everything that is within the scope of the information risk assessment?

If no, outline what aspects are in scope (e.g. specific information system, asset, team etc.)

	



	b) Insert high level service design diagram (if not already included in DPIA).

Where encompassing ICT this should include, hardware, software, interfaces, network interfaces, assets and people etc.
	

	



2. Data Flows

	Insert a data flow diagram if not already included in DPIA

	



3. Service criticality

Complete the highest risk possibility scenario table below in order to ascertain the criticality of the service and the general impacts to confidentiality, integrity and availability. Note: at this stage there is no need to discuss actual threats/likelihood; focus on the negative scenarios without reference to threats (e.g. “service not available to x user group; “all data compromised”; “information cannot be read or understood” etc.

See annex A for description of impact levels.

	Scenario
	Impact on business
	Impact level 1-5

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	



PART B: Risk analysis

1. Threats

Insert in the table below the threats that relate to the service/project/change. This should be comprehensive and include internal as well as external threats; e.g. environmental, technical as well as human error.  Note: it is essential that likelihood and motivation are set aside at this stage and focus on “what plausible thing could happen that would lead to negative impacts.”

Below are a number of generic threats (taken from International Standards) to provide a starting point. But more can be added as appropriate.

	ID
	Threat type
	Description as relates to current assessment

	T1
	Deliberate unauthorised access or misuse by insiders (staff, contractors etc.)
	

	T2
	Deliberate unauthorised access or misuse  by outsiders (e.g. hackers)
	

	T3
	Introduction of damaging or disruptive software (e.g. malware)
	

	T4
	User error (including those supporting system)
	

	T5
	Communications intercepted en route
	

	T6
	Communications compromised internally
	

	T7
	Inadequate or absent audit trail 
	

	T8
	Accidental misrouting of data
	

	T9
	Network connection failures
	

	T10
	Malicious code embedded in systems/services
	

	T11
	Hardware technical failure
	

	T12
	System or network software failure
	

	T13
	Application software failure
	

	T14
	Environmental failure
	

	T15
	Staff resource shortage
	

	T16
	Theft or wilful damage by insiders of data or equipment
	

	T17
	Theft or wilful damage by outsiders of data or equipment
	

	T18
	Terrorism
	

	T19
	Privacy/regulation issue, threat of regulator action (as per DPIA)
	


Note: Insert as many threats as required, giving each a unique ID. Experience shows that it is easier to carry out risk analysis when there are 20 or 30 rather than hundreds of separate items.

2. Controls

Insert in the table below or in a separate Annex the control types that are present or in the case of new service will be in place prior to live operations.

The controls should be taken from the list of Controls Annex (which aligns to ISO 27001 and ISO 27002).

For large and complex projects, the entire control category lists should be considered as Statement of Applicability.

Add as an Annex any security operating procedures and existing policies or which are in development. Note: for entirely new systems the policy should follow the risk assessment and treatment plan.

	Control Category
	Description of control as deployed for service/project being assessed

	
	

	
	

	
	

	
	

	
	



3. Vulnerabilities

Insert in the table or in a separate Annex the vulnerabilities that can be identified due to a) absence of control, b) control present, but not working as intended; c) wrong control(s) selected or in wrong combination.

Note: indicate the basis on which the assessment is made (e.g. penetration test, empirical evidence from incidents, feed-back from users, anecdotal etc.). 

	Control Category
	Description of vulnerability and source of information

	
	

	
	

	
	



4. Motivation, proximity and other risk factors

Insert as bullet points below factors which should be considered over and above the vulnerability of controls beyond which the project/service has little or no control. This includes circumstances which make human threats more or less likely to occur in the current context (e.g. hackers have had a track record of going after x but not y); proximity in time and place to other things that create a risk (e.g.a  new building is being constructed at the  same time as project and attention of key staff diverted; data centre happens to be in flight path etc.)

5. Likelihood 

Having assessed what controls are in place, the vulnerabilities that exist relating to the control set and other risk factors, complete in the table below the relative likelihood of each of the risks taking place in ascending order on the 1-5 scale. See ANNEX B for descriptors.

	Unique ID
	Threat name
	Likelihood 1-5

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	



6. Impact

Having assessed the likelihood complete in the table below the actual relative impact for each threat if it occurred in ascending order using the 1-5 scale above. Additionally, make clear if the impact is mainly to (C) confidentiality, (I) integrity and (A) (availability).

	Unique ID
	Threat name
	                 Impact 1-5 to C.I.A

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	



7. Combining likelihood/impact and scoring

Complete the two scores for each of the threats (T1, T2, T3 etc.)  in the risk matrix below:






	Impact
	5 
	
	
	
	
	

	
	4 
	
	
	
	
	

	
	3
	
	
	
	
	

	
	2
	
	
	
	
	

	
	1
	
	
	
	
	

	
	1 
	2
	3
	4
	5

	
	Likelihood



8. Interpretation of risk clusters

Given the distribution of risks over the matrix, attempt to draw clusters around one or more of them to aid interpretation (e.g. T1, T4 and T9 all in close proximity on the matrix and all relate to availability of service). Note: it is not necessarily the clusters in the high impact/likelihood (in the top right corner) which the asset owners will wish to address. 

Part C: Risk assessment & recommendations

1. Risk Summary

Insert a summary of the risks based on the analysis above drawing the asset owners’ attention to particular issues (e.g. regulation, human issues such as lack of training) that have led to the current assessment.

2. Recommendations

Insert a summary of the risks and the recommended mitigation: Note: There is no need to  provide a full list of action points as this will be for the agreed action plan that follows the discussion with the SIRO/asset owners.

3. Presentation of findings and next steps

Insert in bullet form; a) where and when the above assessment was delivered; b) the risk owners in attendance and c) agreement of next steps.

Note: it is important to capture in broad terms what risks were deemed acceptable, to be reduced to acceptable level, to be shared and  to be avoided by changing activity. 

The overall risk appetite of the organisation should be cited. Although monetary cost per se is not a part of an information risk assessment, there is an opportunity to record the budgetary constraints versus security controls that are to be developed in the information risk action plan.

4. Sign off

As the SRO/SIRO/Asset Owner I understand the assessment, my comments have been documented and I am content for this to go to the risk treatment plan stage.

	Name of risk assessor

	
	

	Name of SIRO
	
	

	Name of DPO
	
	



 [Note: if exceptionally the SIRO/asset owner disagrees with any aspect of the risk assessment or feels that the risks are such that additional work needs to be undertaken (e.g. alternative assessor) then this should be documented here.]





ANNEX A
Impact Level descriptors
C- Confidentiality     I- Integrity      A- Availability


	1          NEGLIGIBLE

	 Any type of incident formally recorded (e.g. on the IT reporting system), or something worthy of investigation but turns out to be a ‘false positive’, ’near miss’ or loss of equipment where there is a remote chance of the data being readable, which has negligible impact on privacy or services. 

*Reporting of such incidents is still valuable and should be used as part of ongoing information security risk assessment.



	2          MINOR

	C - Confirmed or likely loss of personal data or other privacy breach relating to up to 10 individuals that poses low risk to privacy and no health or safety impacts (e.g. just name, address, customer number at AMBER level*).

I - Confirmed or likely issues relating to integrity of information on up to 10 staff or customers such as confused identities, out of date information or records misplaced which causes localised inconvenience or delays.   

A - Some localised and short-lived loss of availability, such as through a temporary systems failure, which leads to the disruption of non-critical services.



	3         MODERATE

	C - Confirmed or likely loss of personal data or a privacy breach relating to more than 10 individuals OR any breach of OFFICIAL- SENSITIVE information at ‘red’ level*. Likely local media interest and adverse publicity.  

I -  Issues relating to integrity of information to the extent that the data can no longer be understood or is out of date and could have health, social care and safety or other service implications.    

A – Some disruption to critical services that means information is unavailable causing unacceptable impact and invocation of localised business continuity plans. This may be either a short disruption to a very critical service or a longer disruption to a group of less critical services.



	4         MAJOR

	C – Confirmed or likely loss of personal data or a privacy breach relating to more than 100 individuals OR loss of any sensitive personal data at RED level which is highly likely to affect the health or safety of one or more individuals. OR any privacy breach which because of the high profile nature of the person(s) affected or other circumstances is likely to lead to national media attention and cause significant reputational damage.  

I – An integrity issue which means data relating to 100+ staff or customers is in effect no longer usable or understandable (and cannot be rectified) and is likely to impact health, and safety or key services.

A – Sustained loss of availability of information which has a serious impact on the delivery of a number of critical services, resulting in business continuity plans being invoked for at least one business area.



	5          EXTREME

	C – Loss of data or a privacy breach at a large scale (i.e. 100,000+ persons or datasets on potentially all customers in Suffolk); likely national/international media adverse publicity, prolonged damage to employee/customer trust and consequences to large numbers of individuals such as identity theft, financial loss etc.  
  
I – Integrity problem which leads to significant amounts of data on 100,000+ persons being unreadable or unusable and directly leads to health and safety issues or significant service issues (e.g. entire data set for customer group corrupted beyond use that must be re-created).  

A – Outage or other issue which leads to general failure of IT so that applications/services which are critical to the business are not running for a prolonged period. Business Continuity Plans across SCC are invoked.



Annex B Descriptors of likelihood
	1 VERY LOW
	Rare - will only happen in exceptional circumstances

	2 LOW
	Unlikely- not expected to happen but definite potential exists – unlikely to occur

	3 MEDIUM
	Possible – may occur occasionally, has happened before on occasions – reasonable chance of occurring

	4 HIGH
	Likely – strong possibility that this could occur likely to occur

	5 VERY HIGH
	Almost certain – this is expected to occur frequently/in most circumstances – more likely to occur than not
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