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Guidance for completing a Data Protection Impact Assessment

The aim of this guidance is to help those tasked with assessing the risks relating to the processing of personal data – and sensitive non-personal data – when designing new services, initiating projects, reviewing current arrangements, starting up new information sharing arrangements with external partners and negotiating new contracts with suppliers.

This guidance will make clear when a formal Data Protection Impact Assessment (DPIA) needs to be undertaken, how to complete it and the next steps.

1. Why do data protection risks matter?

1.1. Most of us are familiar with assessing risks in the workplace before embarking upon something new (e.g. financial risks, health and safety or safeguarding risks, or risks to a project such as not meeting deadlines or damage to customer trust or reputation) and then planning how best to deal with those risks. The aim of this guidance to draw on the skills you already have in risk management and apply them to an area that requires more specialist knowledge in relation to data protection and information security.

1.2. How and when we process personal data matters for all of us: As a local authority we need to be particularly attuned to the law before we set up new services because of the sensitivity and breadth of the data we hold on customers, clients, patients & residents. Getting it wrong can have serious consequences for individuals such as erosion of privacy, financial loss or even actual physical/mental harm. There are consequences too for organisations and individuals processing personal data in terms of regulator action[footnoteRef:2] (including significant fines) and most importantly lasting damage to reputation and our ability to gain trust from people in Suffolk. [2:  The Information Commissioner is the UK’s independent authority set up to uphold information rights in the public interest, promoting openness by public bodies and data privacy for individuals.] 


2. Processing and sharing personal data must continue

2.1. The area of data protection can be daunting. But the existence of risks –including the threat of regulator action - should not be used as an excuse to ‘batten down the hatches’ and be over-protective with personal data. There is more need than ever to use customer personal data and share it with partners in the public sector in order to provide better and safer services. We have a legal and financial duty to make best use of data for the public benefit not just to uphold the right level of privacy. Given the statutory and public tasks that public bodies do, it is more common for us to consider ‘how do we share’ rather than ‘should we share’.

3. Who should be completing data protection risk assessments?

3.1. It is essential that risk assessments are undertaken by (or under the direct supervision of) the persons who are the owners of the data assets in scope of the project/service. It is ultimately these persons who will be held accountable within the organisation. More accurately by saying ‘persons’ we mean the official role that someone holds that makes them responsible (e.g. whoever moves into the role of Head of Service or Director may find that they are an information asset owner because the management chain has established this to be the case).

3.2. In the case of projects, the project manager is the instrument of the overall project board and is generally not responsible for any information assets and ongoing management of the personal and other data. Sometimes objectivity can be lost as the project manager has a vested interest in cutting through what can be perceived as ‘compliance tick-box hurdles.’

3.3. A project manager can play an important role in completing parts of an impact assessment, but it will need to be a collaborative venture with input from the asset owner (or his/her operational lead), Data Protection Officer (DPO), IT, suppliers, other interested parties or stakeholders.

4. What is information risk assessment?

4.1. Information risk assessment is not just about filling in a standard form for everything.  We need to build simple risk assessment and management tasks into everything we do. These include:

a) Staff recognising and reporting information security incidents immediately [INSERT LINK].  Even if the incidents have negligible impact (e.g. loss of encrypted smartphone) they still add to our knowledge base and enable us to better prepare for risks in the future.

b) Ensuring staff raise any concerns they have around the privacy of their own or customer data and that they undertake the mandatory training package. [INSERT LINK]

c) Staff seeking advice from managers (who can escalate concerns to the organisation’s IT Security Manager and DPO) in cases of unusual requests for data or large volumes of data which need to be sent outside the organisation.

d) Building automatic prompts into change processes (e.g. you are about to review and re-design a current service) that looks at the implications for personal or otherwise sensitive data processing.

e) Building prompts into project management so that at initiation stage there is consideration of what personal data is in scope and any likely legal and security issues which need to be assessed. Dealing with these areas at a very late stage (e.g. just before a service is about to launched) can lead to projects being delayed and the extra costs of retrospectively putting security controls into place.

f) Close monitoring of existing key suppliers processing personal data to ensure they are carrying out the task with agreed security controls (which should be outlined in their contracts). 

5. When do I need to do a Data Protection Impact Assessment?

5.1. The concept of having a formal privacy risk assessment process which involves completing a form is not new to organisations.  But the advent of GDPR/Data Protection Act (2018)[footnoteRef:3] gives this a legal basis. Quite simply, under the new law organisations are obliged to undertake Data Protection Impact Assessments (DPIAs) for what is considered high risk personal data processing.  As ‘high risk’ can mean different things to different organisations, [INSERT ENTITY’S NAME] has laid down its own ground rules summarised below:  If any one of these tests apply, then you need to do a DPIA: [3:  Where appropriate, both laws will be referred to collectively as data protection law.
] 


Table 1

	What is the activity
	Do I need to do a DPIA?


	1. I intend to process personal data for the first time or obtain new types of personal data from staff or customers, for example:

a) A new project involves processing personal data on staff or customers.

b) I am agreeing an entirely new contract which involves suppliers processing personal data on our behalf.

c) I am carrying out a major review of a service that could lead to a re-design which involves the processing of personal data.

	YES

	2. I am making key changes to the suppliers’ contractual arrangements for processing personal data and/or the underpinning technologies which would change the security arrangements. 

	YES

	3. I intend to change the purpose and/or lawful basis by which personal data is processed (e.g. removing consent option).

	YES

	4. The intention is to share personal data externally for the first time, or new types of personal or otherwise sensitive data externally.

	YES

	5. The intention is to share sensitive corporate non-personal information externally on a regular basis.

	YES

	6. An existing service has been hit by a significant information security incident or pattern or incidents which impacts on privacy.

	YES

	7. We had a review by internal or external audit or a regulator and they raised serious concerns about our personal data processing.

	YES

	8. We have been directed by our Data Protection Officer that we should carry out a formal risk assessment based on concerns.
	YES

	9. We did a DPIA some time ago, and there has been significant change since then in terms of how the service is delivered.
	YES

	
	

	10. An existing service is carrying on processing the same personal data internally or sharing externally using a process previously agreed (if a DPIA is already in place we keep it reviewed).

	NO


	11. The asset owner has changed, the line managers and other personnel have changed for an existing service (but information assets remain ‘owned’ and any existing DPIA is kept under review).

	NO

	12. We did a DPIA some time ago, and there has been no substantial change to the data, access controls, processes or technology since then and no significant security or privacy issues raised.

	NO, but must be kept under regular review

	13. We are commencing a new project which uses a range of data but none of it is personal data as defined by GDPR/Data Protection Act (2018) and is not OFFICIAL SENSITIVE.

	NO



6. Is a DPIA enough to assess all information risks?

6.1. The emergence of cyber security risks means that there are cases where a supplementary information risk assessment needs to be carried out. The DPO and/or Information Security Manager can advise on this.

6.2. A full information risk assessment goes into far more detail than a DPIA, and assesses security controls/vulnerabilities, threats, motivation of attackers, likelihood and impact.  A standard template is available [INSERT LINK].  This should usually be carried out by a security professional. 

6.3. If for example the organisation was putting in a major new IT system (e.g. case management or CRM) then it may consider this at procurement stage. Such an assessment may also be a pre-cursor to getting formal security accreditation for a system, service or network (e.g. PSN).  Another scenario is where there has been a significant information security incident, and this has necessitated an examination of the areas where security controls seemed to be deficient.

7. How do I complete the DPIA form?

7.1. The DPIA form has a series of questions covering eight areas, all of which need to be completed. If a particular question is not applicable to your project, then you need to insert ‘NA’ into the relevant section.  The guidance below follows the main sections of the DPIA form.

SECTION 1 -   What are the business objectives?

a) You need to outline the name of the project or service in a few words, the business areas that it covers (and if it relates to another legal entity in the case of cross-organisational projects) and the date when you intend to commence. 

b) If you are carrying out a DPIA for a service which is already running you need to indicate when this commenced even if it was a long time ago. Just because a service - that involves processing personal data – is long established does not mean that it is low risk in terms of data protection. Check Table 1 above [INSERT LINK] to make sure you meet the test for doing a DPIA.

c) In less than 100 words you have an opportunity to summarise the project/service, and what purpose the personal data will be used for. Often there is a statutory or governmental driver for it (e.g. Home Office Troubled Families Programme or national social housing initiative etc.).

d) It is important that you summarise the benefits of the project. There will usually always be some information/data protection risks, but often the public benefit of a project that processes personal data far outweighs the residual privacy/security risks. A comprehensive DPIA is the best way to understand this.

e) You should also mention whether there is a precedent for this type of processing elsewhere in the county or further afield. The fact that the type of personal data processing is already happening elsewhere is no guarantee that risks have been already adequately assessed (e.g. a vendor may have deployed an untested technology to multiple councils across England with no party doing a DPIA), but it is relevant.

f) In some cases, a project could in theory be undertaken without using personal data at all (e.g. statistical work using aggregated data).  However, aggregated data may not give you the qualitative data you need for the project/service, and if this is the case, you need to outline what the impact would be if you could not use identifiable data (e.g. not able to identify clients and deliver a service at all and perhaps even health/safety risks as a result).

g) Finally, you should note whether your project/service has already been through any governance structure (e.g. project board, IG committee, information assurance gateway or finance review etc.) and whether any relevant issues on security/privacy were captured. You can append any relevant documentation as an annex. The aim of the DPIA process is to complement not replace any assurance work you have already undertaken.

SECTION 2 - What personal data or otherwise sensitive data do you wish to process? 

a) The risks to personal data depend a great deal on how sensitive the data is, the volumes, and the impact that it has on individuals if it is not used as intended. 

b) As a start you need to indicate which of the data in scope will be AMBER and RED (see ANNEX [INSERT LINK] for descriptions if in doubt).  For example, if you are just going to process names, addresses and use a unique case number then that is AMBER, whereas if you want to process social care case notes then these will be RED level.

c) You should also list the other types of non-sensitive data that is to be processed at the same time. Note: often a surprising amount of data fields become ‘personal data’ because they can be attributed to an identifiable person. For example, a list of appointment slots, a list of addresses and a list of mobility aids become personal data if linked to a corresponding list of customer names.  

d) You should also indicate if you are collecting the above data for the first time (e.g. we have always collected personal data from our housing customers, but we now wish to collect ethnicity/race in a new form).

e) Knowing the volume of personal data is important. Even if you cannot be precise (e.g. a new public health online service where you are not sure on likely uptake) there should be an indication of whether it is 10s, 100s or 1000s.

f) Data Protection legislation only relates to living persons, but there is other legislation and common law which relates to dead people (e.g. access to medical records) so you need to say whether you intend to process personal data only on living people and whether it could also encompass the deceased.

g) Indicate whether you are going to be using one or more unique health identifiers as part of the processing. Even within organisations there are often several reference numbers (e.g. for housing, council tax etc.) and you may be cross-referencing identifiers from elsewhere (e.g. NHS number). Use of such numbers is vital for identifying people and delivering public services.  Not all numbers are put into the public domain or even known by the customers in the same way as their National Insurance number for example. Databases of these numbers/identifiers need to be adequately safeguarded to prevent identity and other kinds of fraud or misuse.

h) It is also relevant to indicate whether other unique numbers that do not relate to living people but to places or assets (e.g. unique property reference number UPRN, Land Registry number etc.) are used as part of the processing.

i) Finally, although the focus of a DPIA is on personal data, it is important to assess projects/services which process sensitive non-personal data. The impact of misuse of data in areas such as ongoing investigations, commercial and legal discussions can be high. The definition of RED in annex A should be used as a guide.

SECTION 3 - Who owns or controls the personal data?

a) In terms of data protection law, it is the data controller that is responsible for the purpose and means by which the data is processed (and is held accountable and can be liable). This controller can be a person or other legal entity. You need to be clear which legal entity is the data controller [INSERT LINK] or the personal data in scope of the project/service (e.g. x council). Sometimes there can be a joint data controller situation (e.g. council x and council y both contribute data to the project which is to be used for the same purpose).

b)  If you are filling in a DPIA form in a joint data controller situation you need to be clear whether you are doing this on behalf of one of the partners or all of them (e.g. x 3 councils are sharing data as part of a project but agree to have just one DPIA to cover all the personal data rather than do their own individual organisational assessment).

c) Apart from overall legal data protection requirements, organisations should agree on ownership of information assets at a more local level. It should be the ‘owners’ who agree on the DPIA work, and key information assets should be registered on an ‘information asset register’. These should be indicated in the DPIA as far as possible (e.g. data on child demographics is to be processed, and this forms part of the ‘child social care case management system’). 

SECTION 4 - Do you have lawful basis for general personal data processing?

a) You must be clear on the lawful basis [INSERT LINK] for processing personal data at the outset. This may sound obvious, but it is a complex area and not well understood. For example, obtaining consent from the data subject (i.e. customers, clients, patients etc.) is a lawful basis but not the only one. There are cases of where consent is used as a lawful basis in a public authority context, which then turns out to be inappropriate. Consent is not necessary for many of the activities which a local authority needs to carry out (often by statute or common law).

b) It is important to spend some time identifying the right lawful basis at the outset. Failure to do this and ‘chopping and changing as you go along’, could result in a potential data breach and/or regulator action.

c) If you intend to process any personal data, you need to select a legal basis from List A below (the most commonly used ones for public authorities are listed first).  If you are processing special category data [INSERT LINK], you will also need to select a ‘condition’ from List B below.

LIST A – Lawful basis

PUBLIC TASK: data protection law states that this is where “the processing is necessary for you to perform a task in the public interest or for your official functions, and the task or function has a clear basis in law.”  

This is likely to be by far the most common lawful basis for general personal data processing given that the bulk of what public authorities such as councils carry out, is covered by a combination of statute and common law.

CONTRACT: data protection law states that this is where “processing is necessary for the performance of a contract to which the data subject is party or in order to take steps at the request of the data subject prior to entering into a contract.”

This should not be confused with simply having a contract in place with suppliers. Specifically, this is where the organisation has agreed to do something paid or unpaid for a customer/client/patient (which may or may not have a formal written contract) and in order to do this certain personal data needs to be obtained and processed. If for example, a council offers a ‘brown bin service’ there is certain minimum personal data which needs to be obtained for this service to be delivered such as name, address, financial details (where payment is required). 

You cannot simply avail of the service and opt out of providing such data that is necessary to perform the ‘contract’. At all times you still need to consider proportionality, so in the ‘brown bin’ example it is unlikely that collecting data on income brackets, gardening interests and ethnicity is required to discharge the contract. This additional data could however be obtained using another lawful basis such as consent.

CONSENT: consent is where you ask the data subject to make an affirmative decision that they agree to have their personal data collected and used for a purpose. This could be for a relatively niche service area which is not covered by either public task or contract.  In a local public body context, it could be used in areas where you wish to offer an individual real choice and control. If a person changes their mind (withdraws consent) you need to be able to action this without delay. 

[bookmark: _GoBack]Consent decisions can also be used where you wish to share data with a third party (i.e. to an organisation completely separate from the data controller and its own processors).  For example, if a customer is enrolled on a keep fit course to help prevent/manage medical conditions, those designing it may give the customers a choice as to whether they wish their personal data collected to be shared with other organisations in the area offering other services in relation to the medical conditions. Such a choice needs to be communicated in plain language and must only allow the individual to ‘opt-in’.  

LEGAL OBLIGATION: data protection law states that this should be used where “processing is necessary for compliance with a legal obligation to which the controller is subject.” This differs from public task in that you need to be far more specific and cite a specific legal provision. For example, council x needs to process and share personal data with a Crown Court in order to comply with a court order. Or council y needs to process and share certain personal data on children and parents in order to fulfil Department of Education requirements (e.g. relevant section of Education Act 2005 etc.).[footnoteRef:4] [4:  There are two other lawful bases for general personal data processing: vital interests and legitimate interests. If you feel that either of these could apply contact the Data Protection Officer for advice.] 


LIST B – Special category data

If any of the personal data within scope of the project/service is deemed to be ‘special category’ data (that is Race, Ethnic Origin, Political Views, Religion, Trade Union Membership, Genetics, Biometrics (where used for ID purposes), Health (physical and mental) and Sex Life or Sexual Orientation then you need to satisfy an ADDITIONAL condition.

The key ones for a public authority are listed below:

HEALTH/SOCIAL CARE: if you meet this condition it is because you are working in your capacity providing health and social care treatment (and management of) and need to therefore process special category personal data. This is quite a broad condition and is likely to be a key for those working in councils who directly deliver, administer or analyse the data used for the provision of health and care (and occupational health for staff).

SOCIAL SECURITY & EMPLOYMENT: if you meet this condition it is because you are working to discharge employment and specific social security laws and need to process special category personal data. This is likely to be relevant for HR teams, and those managing benefits (e.g. housing).

PUBLIC HEALTH: this condition should be relied on where the processing of special category data is to uphold the standards of quality of a health care system, the products and services (e.g. devices, medicines) and to protect against serious public health threats (e.g. infections). The data which is used for county-wide audits, patient safety programmes, bench-marking etc could full into this area.

EXPLICIT CONSENT: if this condition is used (in preference to the others) then consent needs to be clear unambiguous agreement from the subjects that their special category personal data is to be used for a specified purpose. 

SUBSTANTIAL PUBLIC INTEREST: if this condition is to be used for the processing of special category personal data, then there needs to be a ‘substantial public interest’ and the data processed proportionate (i.e. balancing the privacy and rights of individuals with the overall public interest). In local authority, Police or NHS context this likely to be relied upon where specific conditions on health/care, public health and social security/employment do not fit.[footnoteRef:5] [5:  There are other conditions for special category not listed here (e.g. for legal/court proceedings). Ask the Data Protection Officer for advice if you feel other conditions could be relevant. The special category conditions in GDPR need to be read along with the Data Protection Act (2018) in order to understand in detail what is meant by health/social care/employment/social security etc in a UK context.] 


Understanding a combination of lawful basis and conditions for processing special category

This area is complex, and some examples are the best way of showing the selection of legal basis and condition for special category. Each project/service is unique, and the combination will vary. The cases below are purely illustrative and not definitive: 

Example 1
	Project type: Need to process names, addresses and case numbers (no special category) as well as payments for council tax revenue analysis

	Lawful basis:      PUBLIC TASK

	Special category condition:  Not Relevant



Example 2
	Project type: HR need to process names, addresses, employment and ethnicity details (special category) that are used and shared with bodies to comply with equality legislation.

	Lawful basis:  LEGAL OBLIGATION

	Special category condition: SOCIAL SECURITY & EMPLOYMENT



Example 3
	Project type: Need to process names, addresses, case numbers to enrol on courses and ideally health and care information (special category) for a pregnancy health awareness optional service that is being piloted.

	Lawful basis: PUBLIC TASK

	Special category condition: EXPLICIT CONSENT



Example 4
	Project type: Need to process names, address and health and social care case information for a youth offender course which is considered a core part of rehabilitation/behaviour adjustment.

	Lawful basis: PUBLIC TASK

	Special category condition: HEALTH/SOCIAL CARE



Looking at examples 3 and 4 you will see the fine judgements which often need to be made as to when consent is appropriate. Example 4 is a core public task for social services (i.e. law says they should deliver such services for public protection) and consent would not be appropriate lawful basis or special category condition. Whereas the pregnancy awareness course is not a core service, and it was deemed appropriate to gain explicit consent for access to the special category data that would be used to help tutors tailor the sessions.  

In complex services/projects it is possible that different lawful bases/special category conditions apply to different data. In the ‘brown bin’ example you may rely on ‘contract as lawful basis’ for most of the data but ‘consent’ as lawful basis for the optional income bracket/lifestyle data which is not strictly necessary for the performance of the contract.

Criminal offences personal data & data for law enforcement

a) Data protection law has provisions to ensure that data on convictions/offences is strictly safeguarded and is only processed by those with the authority (e.g. in UK context only certain agencies including the Police/Courts can maintain formal registers etc.). If a project/service is going to be processing such data – even if it is not a formal register as such but constitutes criminal offence data such as convictions, offences and relevant security measures – then this needs to be outlined. There may, for example, be a cross-agency project which needs to use some criminal offence data for planning/analytics.

b) You need to state if any of the personal data processing in scope of the project/service is for the purposes of law enforcement (criminal). The Data Protection Act covers law enforcement (PART 3) and specifies that only ‘competent authorities’ can process personal data for such purposes. Competent authorities can include councils if, for example, they are responsible for investigating and prosecuting in areas such as trading standards, environmental crime, youth offending and school non-attendance etc.

c) It should be noted that personal data which is used in civil court cases is not within scope of ‘law enforcement’ purpose as defined by the GDPR/Data Protection Act.

Managing consent

a) There are a series of questions in the DPIA on this area. Indicating that you intend to rely on consent as a lawful basis and/or special category condition is only the start of the process. Getting it to work can be more problematic.

b) You should indicate how you intend to obtain the consent. There are many ways of doing this ranging from online forms (which must be affirmative tick box rather than assuming consent by not clicking), verbal discussion or traditional paper forms. You need to choose the most appropriate and practical method for the purpose and find a way of recording this. For example, if you aim to gain consent from older people 75+ then relying solely on an online form may not be the best approach.

c) Where consent is relied upon, you need to also be able to respect where a person has withdrawn their consent for any reason. You need to consider at DPIA stage the process for acting upon a withdrawal of consent (e.g. if you receive a phone call or email from the customer), how quickly you can do this, and what data management and quality issues may arise (e.g. what if a much higher proportion of your customer base decide to withdraw their consent than you expected due to adverse media coverage etc.?).

SECTION 5 - Fairness and proportionality

a) As well as being lawful, the organisation also needs to be fair. For any new project/service you need to indicate whether the personal data processing would affect the overall organisational entry on the register of data controllers administered by the ICO. Then you need to consider what information in the form of privacy and fair processing notices are already in use and whether they need to be adapted in the light of the new processing. 

b) If for example you have an enrolment form for a service and it has been in use for some years, does it adequately cover the types of processing and data sharing that is being planned? Is there a need for any wider awareness bulletins or articles online? 

c) If you have carried out any kind of consultation in advance of a new service/project that includes comment on the personal data processing, then this should be described. This might be internal council consultation, focus groups, user groups, professional group consultation (e.g. GPs or Royal Colleges).

d) You also need to consider how you will be able to act upon data subject’s rights, such as the right to access copies of their own data. If for example there is a complex data sharing project with several partner organisations, then who will provide the data if the subject requests it? And even if the consent route has not been used to make the processing lawful, how do you intend to manage any objections you may receive (e.g. “I do not want my data shared outside of x”)?

SECTION 6 - People and processes

a) You need to outline which people/teams are going to be processing the personal data in scope of the project/service. In some cases, this may be named individuals, in others a relatively wide-ranging team. If any access controls are in place (e.g. IT controls such as ‘role based’ access or physical separation such as a specific secure building) these should be outlined along with the means by which the team accesses the data (e.g. from a laptop connected to the council network, or from any computer using an online login). You can cite any specific council policies that will be adhered to (e.g. council policy on pre-employment screening and or Disclosure and Barring checks for the staff who will be processing the personal data) as well as training plans.

b) If the data is going to be shared outside your organisation (e.g. with another council or NHS body) then you need to outline this along with whether it will be identifiable personal data at the point when it leaves the organisation. For complex flows of information, it can be helpful to append a chart if you have one. You should cite where there is an information sharing agreement in place with those external bodies and who will the data controller once data is shared (i.e. once council x shares with council y, is council x still being a data controller or are both councils in reality determining the purpose and the means by which the personal data is processed?).

c) Often when data is shared it is then linked or matched or combined with other data from the external organisation. You need to describe such activity and state how far this then gives a deeper or broader picture of individuals. In the public sector – and not just among the commercial technology companies- the analysis of data sets from across different organisations or so-called ‘big data’ is becoming an ever more powerful tool for service planning, bench-marking, audit and patient safety programmes. The task of the DPIA is to ensure that councils and other public bodies are lawful, proportionate and fair at all times.

SECTION 7 - Technology & suppliers

a) This section is particularly relevant where you use suppliers for actual processing of personal data. The definition of processing is wide-ranging and includes storing (as paper or digital formats), manipulating or analysing, transporting (e.g. paper files or back-up tapes) or accessing to provide a service (e.g. outsourced call centre staff). If a supplier is merely providing software without any need to hold or access data, or the type of data they receive is purely technical and cannot identify anyone then they are not processing personal data as defined by the law.

b) Check where any personal data is being physically held. If the plan is for such data to be held outside of the European Economic Area by the supplier, then you need to note this, as the council will need to check for adequacy arrangements in the country it is held in for that type of data.

c) If the data is to be held outside of the UK (but still within the EEA) you should still outline your justification (e.g. a cloud-based service where data is in Ireland) as even though this is lawful, there are risks associated with having data outside of the UK (e.g. not able to carry out certain security vetting and not able to easily inspect/audit etc.).

d) There should be a contract in place with a supplier, and this should adequately cover data protection aspects (both in terms of standard clauses and any relevant security control responsibilities put in place). Suppliers are generally data processors, but there are an increasing number of cases in the public sector of ‘outcomes based’ contracts where the supplier could be a joint data controller or even sole data controller. This needs to be considered at DPIA stage.

e) Have the suppliers offered any evidence about their adherence to relevant standards such as ISO-27001? And you need to outline the key security controls which are going to be in place on the supplier side ranging from how data is sent (e.g. secure email? What kind of secure email?), use of de-identification/pseudonymisation techniques, who is responsible for disposal of data in accordance with policy? What training is to be undertaken by or for the suppliers?



SECTION 8 - Risk assessment and management

a) The act of going through the sections 1 to 7 should raise privacy or security outstanding risks, and you should outline the key ones (e.g. an employee could still send data to wrong party).

b) There may also be areas which are unknown and at this stage you do not really know what your exposure might be. An emerging area for example is cyber security and in particular where there are new forms of attack and vulnerabilities exploited in software and networks that are not always obvious. If you have commissioned any kind of consultancy or you are aware of any relevant testing (e.g. annual IT health check in order to get PSN Certificate) you should mention this. The Data Protection Officer may ask for additional assurance depending on the risks.

c) Prior to submission of the DPIA, you should get authorisation from the asset owner(s) as to the content and the risks being accepted at this stage.

d) If the contents of the risk assessment are deemed sensitive (e.g. often details of security controls and vulnerabilities should have very limited circulation) then label  the document OFFICIAL – SENSITIVE at the top and handle accordingly.

SECTION 9 – Record of actions taken

What next? What will the Data Protection Officer do?

The Data Protection Officer (DPO) will review your DPIA and respond.  The following action may include:

a) Request for clarification on any points. If the DPIA is very incomplete, then you may be guided on how to complete it satisfactorily and re-submit.
b) The DPO may consult with IT security, the organisation’s legal advisers and/or Information Commissioner.
c) The DPO will give an overall rating of a RED/AMBER/GREEN indicator based on the information in the DPIA at the time it was submitted, along with recommendations for action.
d) One recommendation could be to carry out further information security assessments.

	Indicator
	What does this mean for your project/service?

	RED
	STOP- the privacy risks raised are considerable and/or there are significant ‘unknowns’ in regard to the impact on people or corporate reputation. The personal or otherwise sensitive data processing aspects of the project/service should not go ahead until these are mitigated satisfactorily. In the case of existing services, the DPO will weigh up the risks of not having personal data available for services versus the risk to privacy.

	AMBER
	PREPARE TO GO AHEAD – There are some recommendations which should be acted upon within a certain timeframe to reduce privacy and security risks further. 

	GREEN
	GO AHEAD – The project/service’s personal or sensitive data processing aspects can go ahead as outlined. There still may be some minor best practice recommendations.



Final agreement, sign-off and review

a) After the DPO feed-back, you need to summarise the action which was taken (or time frame for action in future). 

b) In the case of a RED rating for a new project/service, the DPO will need to be satisfied with the action taken in order to be able to change this rating to AMBER or GREEN before the personal or otherwise sensitive data processing can proceed. In the case of an existing service, the availability and business continuity aspects will be considered.

c) There needs to be formal sign off, and in any cases where the organisation’s DPO is overruled (e.g. where the project/service needs to be implemented urgently, but the technology does not meet requisite security standards), this needs to be evidenced and may need to be shared with the Information Commissioner’s Office (ICO) in event of a data breach which leads to formal notification to the ICO and a subsequent compliance investigation.

d) Finally, you need to indicate when you intend to review the DPIA (e.g. at least annually). Information security assurance is a continual process, and you need to identify and manage risks as the service progresses.

e) Often a project/service that needs to process personal data is so successful that there is a desire to change scope and perhaps start to collect more types of personal data or share substantially more data with partners as confidence and trust develop across organisations. 

f) Whilst this is acceptable, you will need to look again at your DPIA to see whether it needs revising. For example, if the project/service had previously only ever processed names, addresses and payment details, but you now wish to collect ethnic/racial details as well, then you would need to look again at the DPIA as this risk profile relating to what is special category data is now much higher. If in doubt, ask for advice from the Data Protection Officer.



Annex A Classification of information by sensitivity
	CLASSIFICATION
	DESCRIPTION OF INFORMATION TYPES


	GREEN
	No Impact - Information formally made public by SCC or information which would have no impact on privacy, business, or corporate reputation if it were to be put into the public domain by any other means.


	
AMBER
	Strictly internal or agreed partners - SCC corporate information which is intended strictly for internal use by staff and agreed partners. 


	
	Information posing little/no risk to privacy - This could also include customer names, addresses and client numbers that pose little or no risk to privacy.


	




RED


OFFICIAL- SENSITIVE
	Health & care personal data - personal data which reveals anything about the health or care arrangements of any individuals or families. This includes details about ethnicity, gender or sexuality.


	
	Financial personal data - personal data which reveals anything about the financial circumstances of any individuals or families


	
	Employee & partner personal data - personal data on employees of SCC and its partners. This includes details about ethnicity, gender or sexuality.


	
	Impact on health, safety & wellbeing - anything which, if disclosed, would impact on the health, safety and wellbeing of people. This includes details about ethnicity, gender or sexuality.


	
	Corporate information which would have a significant impact on the reputation or business of SCC if it were seen by a non-intended recipient because of commercial, legal, fraud, investigatory reasons or areas where confidentiality is necessary.
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