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Information Sharing Agreement
The purpose of this template is to formally document what information two or more organisations – who are separate legal entities - have agreed to share with each other and any agreed handling conditions. ‘Information’ in this context includes personal data and non-personal data and information in all formats. 
This form can be used where there is planned regular routine sharing, as well as significant time-bound one-off sharing (e.g. a project that requires datasets from different organisations being shared). It can also be used to formalise what personal and other information a supplier – as a data controller or data processor - will need to process (see guidance). 
In the case of personal data or sensitive non-personal data, any necessary information risk assessment work (i.e. Data Protection Impact Assessment) should have been undertaken PRIOR to agreement on information sharing.

	Title of information sharing agreement (e.g. x Council, y Council & z govt dept project)

	



	Dates when agreement takes effect and sharing will commence/end

	



	Your name
	

	Your role
	

	Your organisation
	

	Your email and phone
	

	Date completed
	


Note: It is permissible for an individual in one party (e.g. the lead organisation or the data controller transferring data) to complete an ISA provided all the parties who are sharing, sending or receiving information agree with the content and complete the sign-off section at the end of the template.



1. 	Who are the parties to the agreement?
PARTY 1
	Name of Party
	

	Data Controller name (if different)
	

	Register of Data Controllers number (if applicable)
	



PARTY 2
	Name of Party
	

	Data Controller name (if different)
	

	UK Register of Data Controllers number (if applicable)
	


[Add further parties as required]

2.	Summarise the business problems being addressed and time-frame
	State the agreed purpose for the information sharing (less than 100 words)

	



	State the time-frame for this information sharing (i.e. one-off project or ongoing and points for review)

	



3.	Confirmation of risk assessment steps already taken
	Confirm if personal data is to be shared as part of this agreement.
	YES/NO

	Confirm whether special category personal data is covered as part of this agreement
	Does it include:
Race
Ethnic Origin
Political views
Religion
Trade Union Membership
Genetics
Biometrics (where used for ID purposes)
Health (physical and mental)
Sex life or sexual orientation

	Confirm whether any of the personal or non-personal data/information is RED level (i.e. what would be considered as OFFICIAL – SENSITIVE)
	YES/NO

	Was a Data Protection Impact Assessment (DPIA) undertaken for the information sharing by each party or was there a shared DPIA?
	YES/NO

If yes, append references
If no, state why not (e.g. no personal or otherwise sensitive data).

	In case of personal data confirm the lawful basis for processing still holds when the data is being shared between the parties?
	PUBLIC TASK
CONTRACT
CONSENT
LEGAL OBLIGATION

*if in doubt ask Data Protection Officer

	In the case of special category personal data confirm that a condition has been met and still holds when the data is being shared between the parties?
	HEALTH/SOCIAL CARE
SOCIAL SECURITY
PUBLIC HEALTH
EXPLICIT CONSENT
SUBSTANTIAL PUBLIC INTEREST

*if in doubt ask Data Protection Officer

	In the case of personal data confirm that the purpose of the sharing is entirely compatible with the original reason for the processing by each organisation?
	

	In the case of personal data confirm that fairness and proportionately issues were addressed at DPIA stage? (e.g. updated communications).
	

	Give details of any other form of information risk assessment (e.g. on security) which was undertaken by one or more of the parties prior to the information sharing agreement stage.
	

	Give details of DPIA/risk mitigation sign-off by the parties (i.e. all agreed to share on the basis of the known risk and the agreed security controls)
	





4.	What information is in scope of the agreement?
PARTY 1 providing or accessing data/information
	Insert the information that is in scope of this agreement provided by one party (which in the case of personal data is the original data controller) or received/accessed by one party

	



PARTY 2 providing or accessing data/information
	Insert the information that is in scope of this agreement provided by one party (which in the case of personal data is the original data controller) or received/accessed by one party

	



[add other parties as appropriate]

	Outline where there is any over-lap with existing information sharing agreements between the parties listed above and how far the information is being shared for the first time. 

Also describe where an existing information sharing agreement is going to be retired or superseded by this one.

	



5.	Information flows between the parties
	Describe how the information – including personal data – is going to flow between the parties (e.g. x data is going from A council to NHS. And NHS is going to send C data in return to A council etc.)



	



	Insert if possible, a simple data-flow diagram representing organisations and data.



6.	Data controller and data processor responsibilities
	Given the information flows outlined above, state whether the recipients of any personal data are data controllers, joint data controllers or data processors?



(e.g. X council is a data controller for A data, and its going to share A data with Y council. It is agreed that X and Y councils will be joint data controllers for A data once it is shared.

Note: in the case of suppliers, although they are usually data processors there are some instances where they are joint or sole data controllers depending on the level of responsibility they have over the purposes and the means. This needs to be agreed in advance.

	



7.	How is the information going to be shared?
	Describe the agreed mechanism by which the information is to be shared between the parties?
(e.g. secure email with x and y controls in place or secure file sharing tools etc.).

	



	Describe which party is responsible for particular security controls – including forms of encryption - relating to the transfer and receipt of the information.

(e.g. x party will use the agreed tool and y party will acknowledge receipt and file immediately into y system).

	



	Append any detailed information sharing instructions and associated security controls agreed by way of an appendix.



8.	What is going to happen to the data once it is shared?
	Will the data be readable when accessed and processed by an external party or will it have a form of encryption applied to it?

	



	Has the external partner(s) (or supplier working to the data controller) agreed to any pseudonymisation/de-identification process at point of receipt or thereafter?

(e.g. external party de-identifies the data within 24 hours of receipt and then begins its analytical work).

	



	Outline what has been agreed in terms of where the data will be physically located (i.e. which country and whether outside the EEA).

	



	Outline what has been agreed in terms of how the data is to be linked, mashed etc by the parties. 

Note: the full implications of this should have been previously probed ay DPIA stage. Here you are outlining what has been agreed as a result of the DPIA findings and mitigation plan. 

	



	Outline which party is responsible for applying retention and disposal schedules and agreed method of destruction/deletion.

	



	Outline what has been agreed in terms of one party notifying the other parties’ Data Protection Officer/IT Security manager regarding information security incidents (including data breaches). 

	



9.	Subject rights & transparency
	Outline how any consent decisions (if relevant) or objections are to be handled by the parties with regard to the information sharing 

(e.g. a person objects to the sharing of their personal data. Who provides explanation of the subject’s  rights versus legal/public benefit requirement OR in the case of ICT which party applies consent to share on systems etc.)

	



	Outline if there is anything which could be construed as direct marketing as part of the information sharing programme, and the process for stopping such marketing on the request of data subjects.

	



	Outline how subject rights – including right to access own personal data – are to be handled (e.g. where there are more than one data controller, who is responsible for engaging with the data subject and processing requests etc.)

	



	Outline how any communications issues surrounding the information sharing are to be handled (e.g. x partner is the lead, and y is the one-stop-shop website for information on the sharing for the public).

	



	Outline how requests for information under Freedom of Information Act/Environmental Information Regulation are to be handled (e.g. where information is put into a shared pool, how do each of the parties to the information sharing agreement consult etc.)

	



	Are the contents of this Information Sharing Agreement suitable for putting into the public domain?

	



11.	Sign off
PARTY 1
	Name of senior responsible person in the organisation 
	

	Role within the organisation (e.g. CEO, SIRO etc.)
	

	Signature 
	

	Date
	



PARTY 2
	Name of senior responsible person in the organisation 
	

	Role within the organisation (e.g. CEO, SIRO etc.)
	

	Signature 
	

	Date
	




[ADD OTHER PARTIES AS APPROPRIATE]
	Date due for review 
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