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Information Sharing Agreement Guidance
The purpose of this guidance is help staff consider what needs to be considered when negotiating information sharing agreements, and how to complete the standard form.  For more in-depth guidance, see Information Sharing Assurance Framework [link]
Note: The standard form should be used where there is a new agreement or where current arrangements are no longer fit for purpose. There is no need to re-write existing agreements using older templates if they are current and satisfactory. 

1. What is an information sharing agreement?

1.1	Organisations need to share information – including personal data – more than ever. 	Some of this sharing has always happened, and trust has grown up between the 	parties over time. However, in an era of data protection law and other regulations 		there needs to be more than just trust and goodwill. It is essential to formalise in 	writing exactly what has been agreed between the parties. For example, What 	parties? What data? Who ‘owns’ the data? Is the sharing lawful and fair? How is it 		shared? How is it to be used? Was the sharing risk assessed? What are the agreed 	security controls?

1.2	As soon as you share information beyond your organisational boundaries, your ability 	to control what happens to that information become severely constrained. Certain 	technical controls on your own network or on an IT system may not work once the 	data has left it. The people who access the data in an external organisation will not 	necessarily have the same screening, training and procedures. None of this should be 	used as an excuse not to share. Instead, there needs to be a realisation that risk 	assessment, negotiation and formal agreement are essential planks in risk 	management for all the participating organisations (whether you own the data or 	merely access the data).

1.3	The contents of an ISA could also be used in the event of any regulator action (e.g. 	Information Commissioner) or as evidence in a court of law to demonstrate what each 	party – data controller or data processor - has committed to do. 

2. Some terminology

2.1	In the public sector you may be familiar with terms such as ‘data sharing protocols’, 	‘supplier data processing agreements’ ‘information memoranda of understanding’, 	‘accords on sharing personal information’ etc.[footnoteRef:1] There is logic behind all of these, but 	for simplicity the Suffolk ‘information sharing agreement’ – along with separate risk 	assessment -  is designed to encompass everything that these documents do. It can 	also be used for recording what information is shared with suppliers as part of a 	contract.[footnoteRef:2] [1:  Not all information which is to be shared is personal data, so terminology which just has ‘personal’ in the title is not appropriate. Similarly, data, information, intelligence and knowledge terms can be used interchangeably. The use of the term ‘information’ is preferred here as a ‘catch all’. ]  [2:  This is not to say that an information sharing agreement is required for every contract. It should only be considered where a supplier (acting as a data processor or conceivably as a data controller) is going to be handling significant amounts of personal or otherwise sensitive data and there needs to be clarity as to what they are going to be processing during the tenure of the contract.] 


2.2	Another point, which may sound obvious is that in a digital age ‘information sharing’ 	does not always mean you are physically sharing or transporting information from A to 	B. It is now more common for an organisation to give persons in another organisation 	access to data without necessarily moving it anywhere (e.g. changing permissions on 	an IT network so that externals can access with certain conditions attached). If, for 	example, you have a health and social care case management system which has a 	‘portal’ allowing access by the Internet, you have may the functionality to allow any 	person from any organisation to view the data. But just because you can do 	something, does not mean that you should.  A risk assessment and information 	sharing agreement would still need to be completed.

3. Risk assessment - a precursor to agreement

3.1	In many cases a Data Protection Risk Assessment (DPIA) needs to be undertaken. 	When a DPIA is required, this must be carried out prior to the information sharing 	agreement stage. The ISA form does not duplicate this work, it has sections that 	confirm that negotiation and risk assessment has taken place to the satisfaction of 	the parties.

3.2	It cannot be stressed enough that filling in an information sharing agreement form is 	the culmination of both negotiation and risk assessment which has occurred at the 	beginning of the project.

4. Completing the form

4.1	Who are the parties?

	Include as many parties as are relevant (e.g. the originators of information and those 	receiving or accessing the data). Remember, information sharing agreements are 	between separate legal entities (so no point in having formal ISAs with different parts 	of the same organisation or federation!). 

4.2	It is also worth checking the organisation’s legal name as there can be many 	brand/trading names, holding companies etc. (i.e. via Companies House online 	checker) and whether they are listed as data controllers on the ICO register of Fee 	Payers. In the event of litigation, it needs to be clear who the parties to the agreement 	are.
4.3	Summary of business 

	A DPIA goes into detail as to purpose and public benefit, so you need only to put in a 	short summary of why the information sharing is going to take place. If you are in an 	organisation that has several extant information sharing agreements, here is an 	opportunity to differentiate yours from the rest.

4.4	Confirmation of risk assessment

a) This section is designed to confirm that necessary DPIA and other necessary information risk assessment work has been completed. You need to be clear on whether there is personal data within scope of the agreement and whether it is deemed special category personal data, and whether there is non-personal data which is still sensitive and categorised as RED (if in doubt see, Annex A).

b) If a DPIA exists, give a reference to it or describe why one was not necessary.  If any personal data is to be shared you must confirm the lawful basis and in the case of special category personal data a condition which is met. When information is shared you need to be clear that this in no way undermines the original lawful basis and purpose for processing the personal data. If in doubt, you should speak to your organisation’s Data Protection Officer.

c) Finally, in a few words there is an opportunity to describe any other information risk assessment work which was completed and that the controls and action plan is to the satisfaction of the parties. 

4.5	What information is in scope?

a) Input as clearly and concisely the data/information which is in scope of this particular agreement. Avoid adding in more general information which an organisation holds or processes and focus purely on the data fields that are necessary for the purpose. Remember, you should only use the minimum amount of personal data necessary for the purpose.

b) For each party, list the data that is either going to be shared (i.e. as the originator and/or data controller) and the data it is going to be receiving/accessing.

	For example:

	PARTY 1
	ABC District Council
	It will share:
	Personal data on housing claimants who have children with disabilities: name, 	address, date of birth of parents and children, tenure of occupants, disabilities 	information relating to children.






	PARTY 2
	XYZ County Council
	Its passenger transport division will share:
	Personal data on a cohort of people who have been identified as receiving housing 	benefit: name, address, date of birth, social care number, disabilities information, 	passenger transport information for 
	schools.

	PARTY 3 
	Local Transport Provider
	It will share:
	Personal data on a cohort of people who are customers requiring school transport with 	disabilities:  Name, address, disabilities information held, details on frequency of 	home/school journeys, unit cost.
	
4.6 	Information flows

a) Having outlined all the information within scope of the agreement provided by the parties it is important to show how this will flow. In a very simple example, say with a supplier, it could be a matter of a council sharing data one way with a supplier as data processor so that it can do its job. But it is often far more complicated than that with data flowing two-ways. 

b) There can also be shared intermediaries such as analytical teams who take in the data, add value to it and then provide the outputs to the data sharing organisations. A diagram is the best way of describing such situations.

4.7 	Data controller/processor responsibilities

a) When personal data is shared you need to review where the lines are drawn for data controller and data processor. It will vary from case to case. For example, if ABC district council is a data controller and agrees to share some personal data with an external organisation such as a supplier it may consider it is still being responsible for the purpose and means of that data even when it is shared (and the supplier following strict instructions as data processor). 

b) However, in another case ABC district council may share personal data with the County Council and it is considered that both parties are joint data controllers (as they are now jointly responsible for the purpose and the means). There is no absolute right answer here for all scenarios. In the event of a data breach one of the first questions a regulator such as the ICO will ask is ‘who is the data controller for the data involved in the breach?’

4.8	How is the information going to be shared?

a) It is essential to state the agreed method for sharing information. Where there is ambiguity, there is greater likelihood for data breaches (e.g. one partner unilaterally deciding on a method which is not tested and turns out to be insecure).
b) Sometimes the transfer of data is via email. If so, what kind of email? Is it from specific named email accounts using services which have been approved? Will there be a form of transport encryption in place? If data is shared via access to a network or via the Internet, then this needs to be set out. If the data is in the form of removable media or paper files, then the method should be detailed. The responsibility here does not just lie with the organisation which is sending the data. The receiving party may for example need to confirm receipt of data in a certain way or abide by access controls. 

c) The pros and cons of different tools should have been weighed up just after information risk assessment stage. The ISA is there to confirm what tools have been chosen. 

d) It is a good idea to have a separate document called ‘information sharing instructions’ (which can be appended to the ISA). This is something which will be useful as a quick guide for the personnel who are going to be sharing the information.

4.9	What is going to happen to the data once shared?

a) Once data has left the owner’s organisation it can have little or no ability to control it in a purely technical sense. But the ISA is an important control. In the case of suppliers as data processors if can be part of the contractual agreement. And even in joint data controller scenarios it needs to be clear what each party will do with the data once it is under their direct control. 

b) Data breaches – such as emails or paper mail getting lost - when data is transported from A to B tend to get the news headlines. But there are many risks that arise once the data has been transferred. The receiving organisation may not be accustomed to handling data of a higher sensitivity, its IT network or applications may not have the equivalent security controls or its physical and personnel security may be lower or unknown. In the light of this a partner receiving information may agree to compensating controls such as using encryption or in the case of personal data using de-identification techniques. This needs to be set down in the ISA along with confirmation of the geographical location where the data is held.

c) The purposes that the data is going to be used for will have already been established. But section 8 provides an opportunity to set down the agreed methods and techniques by which the data is going to be used. For example, is data from multiple sources going to be linked together or mashed together? And which party is going to be doing this?

d) When data is shared it is easy to lose sight of who is responsible for its retention and disposal. Where a supplier is a data processor for example, will It return or delete the data it is processing when the contract terminates? If so, within how many days and is there an agreed method of destruction (e.g. shredding on site and with certificate of destruction as evidence that this has taken place). With joint data controller scenarios, you need to be clear which party holds the definitive record which needs to be retained for legal and other purposes and which parties have surrogates or copies of information which may be deleted after a much shorter period. 

e) Finally, if an information security incident occurs the ISA should state what should happen and when. In the case of personal data, significant incidents need to be reported to the ICO without undue delay and no later than 72 hours. An internal delay between data controllers or between data processor and data controller could mean that this deadline is missed.

4.10	 Subject rights and transparency

a) A DPIA will have considered the pros and cons of using consent as the lawful basis for processing personal data. The ISA is the mechanism for stating exacting how consent is going to be obtained by one or more of the parties and what happens when it is withdrawn. Say for example a customer agrees to being part of a housing support project that involves sharing of their data with a community interest company (and gives consent via an opt-in tick box online), but then after a few months changes his/her mind. How will the project ensure that the data already shared will be deleted and the person’s withdrawal of consent decision updated on the relevant systems?

b) Even if consent is not the lawful basis for processing, it is important to consider how objections to personal data processing will be handled. Often an objection will relate to the sharing of the personal data. The data controller has one month to deal with an objection. In many cases the data controller will seek to explain the legal basis and provide advice and re-assurance over security. Putting DPIAs and other documentation in the public domain can be an important way of allaying fears about privacy. 

c) In other cases, the data controller may have a clear lawful basis but is able to respect the objection of the subject in full or in part. In the NHS for example there are some areas where it is possible to cease specific sharing of personal data at the request of the patient, but in other areas this is not possible.  The NHS Constitution makes clear that everyone has a right “to request that your confidential information is not used beyond your own care and treatment and to have your objections considered, and where your wishes cannot be followed, to be told the reasons including the legal basis.”

d) Everyone has an absolute right to stop direct marketing at any time. In the context of public authority information sharing it is worth bearing in mind that ‘marketing’ should be considered in the broadest sense. If for example several public authorities are embarking on a project that involves sharing customer personal data, it might seem like a good idea to send a monthly ‘news & keeping in touch’ bulletin to all the customers. A customer may consider this as unwanted marketing, and you would need to remove the person from the mailing list.

e) A key right of individuals is to be able to access their personal data held by a data controller. When data is being shared with another party which is a joint data controller, you need to be clear how this is going to be handled. Will a subject need to write to both parties or to just one party who will collate the data on behalf of all the parties? 

f) The same applies to non-personal data which is requested as part of the Freedom of Information/Environmental Information Regulation request. How will the information sharing partners consult with each other and deal with the request? Is there a central portal for handling other sorts of communications with customers (e.g. if several councils are involved on a project will there be a one-stop-shop approach to dealing with information sharing and privacy queries?).

4.11	Sign off

a) The ISA needs to be signed by a suitably senior person in each organisation. Ideally, this should be the CEO/accountable officer, but it can also be the Senior Information Risk Owner (SIRO) or a director. In the event of legal action or regulator enforcement it will be the ‘body corporate’ that is liable, so the person signing is in effect agreeing on behalf of the whole organisation (not just one small team within it). 

b) After sign-off you need to consider when you should be routinely reviewing the ISA (at least annually and sooner if a change in scope occurs) and whether the contents is suitable for putting in the public domain. Generally, this is a good idea for non-commercial sharing between public authorities, but you may need to redact any detail on security controls (if making them public could in reality creates security risks). 
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